Special
ACADEMICIA Issue

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

ISSN (online) : 2249-7137

ACADEMICIA

An International
Multidisciplinary Research
Journal

ACADEMICIA

Published by

South Asian Academic Research Journals
A Publication of CDL College of Education, Jagadhri
(Affiliated to Kurukshetra University, Kurukshetra, India)

’

ACADEMICIA: An International Multidisciplinary Research Journal
https://saarj.com



ACADEMICIA

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

ACADEMICIA

An International Multidisciplinary Research Journal ISSN (online)  : 2249 -7137

Editor-in-Chief : Dr. B.S. Rai

Impact Factor  : SJIF 2020 =7.13

Frequency . Monthly
Country . India
Language . English
Start Year : 2011

Indexed/ Abstracted : Scientific Journal Impact Factor (SJIF2020 - 7.13),
Google Scholar, CNKI Scholar, EBSCO Discovery,
Summon (ProQuest), Primo and Primo Central,
I20R, ESJI, IIJIF, DRJI, Indian Science and ISRA-JIF
and Global Impact Factor 2019 - 0.682

E-mail id: saarjjournal@gmail.com

VISION

The vision of the journals is to provide an academic platform to scholars all
over the world to publish their novel, original, empirical and high quality
research work. It propose to encourage research relating to latest trends and
practices in international business, finance, banking, service marketing,
human resource management, corporate governance, social responsibility
and emerging paradigms in allied areas of management including social
sciences , education and information & technology. It intends to reach the
researcher’s with plethora of knowledge to generate a pool of research
content and propose problem solving models to address the current and
emerging issues at the national and international level. Further, it aims to
share and disseminate the empirical research findings with academia,
industry, policy makers, and consultants with an approach to incorporate the
research recommendations for the benefit of one and all.

ACADEMICIA: An International Multidisciplinary Research Journal

https://saarj.com

Special
Issue



ACADEMICIA

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

ACADEMICIA

An International
Multidisciplinary
Research Journal

(Double Blind Refereed & Reviewed International Journal)

SOUTH ASIAN ACADEMIC RESEARCH
JOURNALS (www.saarj.com)

ACADEMICIA: An International Multidisciplinary
Research Journal

<

o
N
N
o
5

<
G

ISSN: 2249-7137 Impact Factor: SJIF 2022 = 8.252
SPECIAL ISSUE RESEARCH ON
"INTERNET OF THINGS AND ITSUSES ™
January 2022

ACADEMICIA: An International Multidisciplinary Research Journal
https://saarj.com

Special
Issue


http://www.saarj.com/

ACADEMICIA

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

ACADEMICIA

An International
Multidisciplinary
Multidisciplinary
Research Journal

(Double Blind Refereed & Reviewed International Journal)

N
i
2
el
o) -
<
g
<

£ published by
M  South Asian Academic Research Joumals.
A Publication of COL. College of Education
(Affiliated to Kurukshetra University
Kurukshetra, India).

SR. PAGE

NO. PARTICULAR NO

1 INTRODUCTION OF THE INTERNET OF THINGS (10T) 6-14
Mr. Bhavesh Neekhra

5 A STUDY ON EMBEDDED DEVICES OR SYSTEMS IN IOT 1599
Mr. Naina Mohamed Zafar Ali Khan
TECHNOLOGY AND PROTOCOLS IN IOT

3. 23-31
Dr. Ramadass Mahalakshmi

4 A BRIEF STUDY ON PHYSICAL LAYER IN OSI MODEL 3943
Mr. Mrutyunjaya Mathad
DATA LINK LAYER IN | MODEL

5. OSIMO 44-51
Mr. Murthy Hanumantharaya Ramesh

5 A BRIEF STUDY ON NETWORK LAYER IN OSI MODEL 59.61
Mr. Sunil Sahoo
TRANSPORT LAYER IN | MODEL

7. SPO OSIMO 62-72
Mr. Ramakrishna Konnalli

8 A BRIEF STUDY ON SESSION LAYER IN OSI MODEL 73-81
Ms. Shaleen Bhatnagar

9 A STUDY ON PRESENTATION LAYER IN OSI MODEL 89-89
Ms. K Vinitha Dominic
A STUDY ON APPLICATION LAYER IN | MODEL

10, | ASTUPYO CATIO OSIMO 90-100
Ms. Manjula Hebbal

ACADEMICIA: An International Multidisciplinary Research Journal

https://saarj.com

Special
Issue



ACADEMICIA

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

11 NETWORK ACCESS LAYER IN TCP/IP MODEL 101-107
Mr. Rajaghatta Sunil Kumar

12 INTERNET LAYER IN TCP/IP MODEL 108-116
Mr. Mohammed Mujeerulla

13. APPLICATION LAYER IN TCP/IP MODEL 117-125
Ms. Thasni Thaha Kutty

14, CONSIDERATIONS AND CHALLENGES IN IOT NETWORKING 126-134
Ms. Kasaragod Madhura

15, A BRIEF STUDY ON IOT ECOSYSTEM 135-142
Mr. Sudhakar Deepak Raj

16. A BRIEF STUDY ON M2M COMMUNICATION 143-152
Mr. Himanshu Garg

17 A STUDY ON APPLICATIONS OF IOT 153-159
Dr. Chellan Kalaiarasan

18. A STUDY ON IOT IN HOUSING SECTOR 160-169
Ms. Sandhya Kaipa

19, 10T FOR MONITORING ENVIRONMENT 170-177
Mr. Budden Asif Mohamed

20, A BRIEF STUDY ON IOT IN HEALTHCARE 178-186
Ms. Archana Sasi

21 ROLE OF IOT IN ENERGY AND INDUSTRIAL APPLICATIONS 187-197
Ms. Amreen Ayesha

29 A BRIEF DISCUSSION ON IOT IN URBAN AREAS 198-206
Ms. Shweta Singh

23 A STUDY ON IOT IN AGRICULTURE SECTOR 207-215
Mr. Timmarusu Ramesh

o4 A DISCUSSION ON IOT — EDUCATION APPLICATIONS 216-223
Mr. Muppadighatta Sukruthgowda

ACADEMICIA: An International Multidisciplinary Research Journal

https://saarj.com

Special
Issue



Special

ACADEMICIA Issue

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

INTRODUCTION OF THE INTERNET OF THINGS (10T)

Mr. Bhavesh Neekhra*

*Assistant Professor,
Department Of Computer Science & Engineering,
Presidency University, Bangalore, INDIA
Email Id:bhavesh.neekhra@presidencyuniversity.in

ABSTRACT:

The network of linked systems, objects, and devices that interact and share data through the
Internet is referred to as the Internet of Things (1oT). Due to the seamless communication, data
collecting, and automation made possible by this technology, several sectors have undergone a
revolution. This chapter examines the idea of 10T along with its essential elements, advantages,
disadvantages, and applications.

KEYWORDS: Artificial Intelligence, Graphical User Interface,loT, Machine Learning, Smart
Gadgets.

INTRODUCTION

The interaction and communication between systems, objects, and devices have been completely
altered by the Internet of Things (loT), a ground-breaking technological advancement. It
describes a huge network of physically linked things like cars, appliances, and other things that
are equipped with connections, software, and sensors. In order to carry out automated tasks,
disseminate information, and support real-time decision-making, these devices gather and
exchange data via the Internet.

The goal behind the Internet of Things is to give common things access to the Internet so they
may interact and communicate with one another on their own will. Physical and digital systems
may be integrated seamlessly thanks to this interconnection, which boosts convenience,
productivity, and efficiency across a variety of industries. 10T gadgets may be anything from
simple home appliances like voice assistants or smart thermostats to sophisticated industrial gear
and infrastructure like smart factories or smart cities. These devices have sensors and actuators
that collect information from the environment, process it, and start activities under predetermined
rules or user-defined directives[1]-[3].

The development of wireless communication technologies, the shrinking of processing
components, and the accessibility of reasonably priced sensors have all contributed to the growth
of the Internet of Things. These elements have made it possible to deploy I0oT devices widely and
develop extensive 10T ecosystems. 10T has a wide range of industrial-scale applications. 10T
devices in healthcare provide real-time health tracking, intelligent healthcare systems, and
remote patient monitoring. 10T makes linked cars, fleet monitoring, and intelligent traffic control
possible in the transportation sector. Precision farming, intelligent irrigation systems, and
livestock monitoring are made possible in agriculture by 10T. These are just a few instances, and
as technology advances, so do the possible uses of 10T.
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Thoughts and problems are also raised by the 10T's fast rise. To fully realize the promise of the
0T, major issues such as security and privacy concerns, data management and analytics,
interoperability, and scalability must be resolved. 10T can alter industries, increase productivity,
and improve quality of life as it develops. 10T is altering how we interact with the physical world
by making it more connected, intelligent, and responsive, from smart homes to smart cities.

Evolution of the Internet of Things:

The notion of linking items and systems as well as the early development of computer networks
are at the root of the history of the Internet of Things (l1oT). The significant turning points in loT
history are as follows:

1. Early Concept (1980s): The 1980s saw the first appearance of the concept of networked
devices and systems. Peter T. Lewis first used the phrase "Internet of Things" in a 1985
speech before the Federal Communications Commission of the United States.

2. M2M (Machine-to-machine) Communications (1990s): Machine-to-machine (M2M)
communication became more popular in the 1990s. This featured systems and equipment
interacting with one another without human interaction, laying the groundwork for the
Internet of Things

3. Radio-frequency identification (RFID) and sensor technology breakthroughs in the late 1990s
made it possible for devices to wirelessly record and send data. These innovations paved the
way for real-time data collection from physical things.

4. Internet ubiquity with IPv6 (early 2000s): When IPv6, a new version of the Internet Protocol,
was introduced in the early 2000s, it cleared the way for a huge number of distinctive IP
addresses that could meet the extensive connection requirements of IoT devices. loT
proliferation was also facilitated by the growth of internet infrastructure.

5. 2010: Industrial 10T (110T) and smart homes with the introduction of Industrial 10T (110T) in
the 2010s, IoT saw substantial growth in the industrial sector. Through linked sensors,
equipment, and data analytics, 110T has allowed enterprises to optimize operations, increase
production, and improve safety. The idea of "smart homes" also gained popularity at the
same time, with automated home systems and linked gadgets providing convenience and
energy savings.

6. Growth of linked Devices and Platforms: Over the last ten years, linked devices, such as
wearable, smart appliances and connected cars have grown quickly. To promote device
connection and data sharing, major technology firms and platform providers like Amazon,
Google, and Apple established 10T platforms and ecosystems.

7. Edge Computing and Artificial Intelligence: The IoT’s capabilities have been further
enhanced by the combination of edge computing and artificial intelligence (Al) technology.
Edge computing makes it possible for data processing and analysis to take place nearer to the
data's source, lowering latency and improving real-time decision-making. Intelligent data
analytics and automation are made possible by Al algorithms, opening up new opportunities
for 10T applications.

8. Various groups and consortia, like the Industrial Internet Consortium (1IC) and the Open
Connectivity Foundation (OCF), have worked to define standards and protocols for
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interoperability and security in 10T installations. These standards are designed to guarantee
interoperability and easy integration across various 0T platforms and devices.

9. Future Prospects and Continued Growth: The Internet of Things (loT) is developing and
expanding into new industries, such as smart cities, healthcare, agriculture, and
environmental monitoring. It is anticipated that the potential for 10T to alter businesses and
enhance the quality of life will increase dramatically as connectivity, data analytics, and edge
computing continue to evolve.

The development of linked devices from their first conception to their present state of broad
acceptance and game-changing applications is highlighted by the IoT’s history. The Internet of
Things is set to play a key part in the digital transformation of businesses and the way we interact
with our environment as technology develops and issues like security and privacy are addressed.

DISCUSSION

loT or the Internet of Things, refers to the overall network of interconnected devices as well as
the technology that enables communication between them as well as with the cloud. We now
have billions of devices linked to the internet as a result of the development of low-cost
computer processors and high-bandwidth telephony. This implies that commonplace gadgets like
vacuum cleaners, automobiles, and robots might employ sensors to gather data and react directly
to consumers.

The Internet of Things connects commonplace “things” to the web. Since the 1990s, computer
engineers have started incorporating sensors and CPUs into commonplace items. However, since
the chips were large and heavy, progress was first sluggish. RFID tags, which are small, low-
power computer chips, were first employed to monitor costly machinery. These processors
evolved throughout time to become smaller, quicker, and smarter as computer devices shrunk in
size.

The cost of incorporating processing power into tiny items has significantly decreased in recent
years. For instance, you may provide MCUs with integrated RAM of less than 1MB, such as
those used in light switches, and communication with Alexa voice service capabilities. The goal
of outfitting our homes, companies, and workplaces with 10T devices has given rise to an entire
sector. Automatic data transmission to and from the Internet is possible with these intelligent
items. The term “Internet of Things" refers to both the collection of all these "invisible
computing devices" and the related technologies.

How does loT function?

A typical Internet of Things system operates by collecting and exchanging data in realtime.
There are three parts to an loT system:

Smart gadgets

This is a piece of equipment that contains computer capabilities, similar to those seen in
televisions, security cameras, and exercise machines. It gathers data from its surroundings, user
inputs, or use patterns and transmits it to and through its 10T application via the internet.
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IoT Application

A group of services and programs that combine data from numerous IoT devices make up an 10T
application. It analyzes this data using machine learning or artificial intelligence (Al) technology
and makes defensible conclusions. The 10T device is informed of these choices, and the IoT
device then reacts intelligently to inputs.

A graphical user interface

A graphical user interface may be used to manage the 10T device or fleet of devices. A
smartphone app or website that allows users to register and manage smart devices are common
example.

What kinds of 10T devices are examples?
Let’s examine some current loT system examples:
1. Connected vehicles

Vehicles, including automobiles, may connect to the internet in a variety of ways. Smart
dashcams, infotainment systems, or even the linked gateway of the car may be used for this.
They gather information from the brakes, accelerator, speedometer, odometer, wheels, and fuel
tanks to track the performance of the driver and the condition of the car. There are several
applications for connected cars:

1) Tracking rental vehicle fleets to improve the economy and save expenses.

2) Assisting parents in monitoring their kids' driving habits.

3) Automated notification of friends and relatives in the event of an automobile accident.
4) Predicting and avoiding the need for vehicle maintenance.

2. Connected homes

The major goals of smart home technology are to increase home efficiency and safety while also
enhancing home networking. Smart outlets keep an eye on energy use, while smart thermostats
provide greater temperature management. loT sensors may be used by hydroponic systems to
monitor the garden, and 10T smoke detectors can identify tobacco smoke. Door locks, security
cameras, and water leak detectors are examples of home security systems that can identify and
stop dangers as well as notify homeowners[4], [5].

The following are some uses for home-connected devices:

1) Automatic shut off of equipment while not in use.

2) Maintenance and administration of rental properties.

3) Locating lost goods like wallets or keys.

4) Automating routine activities like cleaning and coffee-making.
3. Smart cities
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Infrastructure upkeep and urban planning have become more effective thanks to loT
applications. 10T applications are being used by governments to address issues with
infrastructure, health, and the environment. Applications for 10T include:

1) Measuring radiation and air quality.
2) Using intelligent lighting solutions to save energy costs.

3) Identifying the need for repair of important infrastructure, such as roads, bridges, and
pipelines.

4) Profits are increased by effective parking management.
4. Smart buildings

loT applications are used in buildings, including those on university campuses and in the
commercial sector, to boost operational efficiency. In intelligent buildings, 10T devices may be
used for:

1) Decreasing energy use.

2) Reducing the expense of maintenance.
3) Maximizing the use of workspaces.
How can loT make our lives better?

The influence of the Internet of Things on daily life and employment is extensive. It enables
machines to do more strenuous labor, takes over boring activities, and improve the health,
productivity, and comfort of life. For instance, linked gadgets may completely alter your
morning routine. Your alarm clock would switch on the coffee maker and open the window
curtains when you pressed the snooze button. When you have finished your groceries, your
refrigerator will automatically order them for delivery. Your smart oven will inform you of the
daily menu and may even provide pre-assembled items for your lunch. As your linked
automobile automatically instructs the GPS to stop for a fuel refill, your wristwatch will book
meetings. In an loT world, there are many chances!

What benefits does 10T provide for businesses?
Accelerate innovation

Businesses have access to cutting-edge analytics via the Internet of Things, which reveals new
prospects. Businesses, for instance, may develop highly focused advertising campaigns by
gathering information on consumer behavior.

Turn data into insights and actions with Al (Artificial Intelligence) and ML (Machine
Learning)

Future results may be forecast using collected data and past patterns. To forecast maintenance
issues, for instance, warranty information may be combined with 10T data. This may be used to
give customers proactive support and foster client loyalty.
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Increase security

Digital and physical infrastructure may be continuously monitored to enhance performance,
efficiency, and safety issues. To automatically schedule system upgrades, for instance, hardware
and firmware version data might be paired with information from an onsite monitor.

Scale differentiated solutions

loT technology may be utilized to boost satisfaction by putting the consumer first. For instance,
it is possible to quickly replenish popular items to prevent shortages.

How do 10T technologies work?
loT systems may employ the following technologies:
1. Edge computing

The technology used to enable smart devices to do tasks more than just transmit and receive data
to their 10T platform is referred to as edge computing. It boosts computing power at an loT
network's edges, lowering communication latency and speeding up reaction times.

2. Cloud computing

To make the data available to many devices on the network, cloud technology is employed for
distant data storage and 10T device administration.

3. Machine learning

Machine learning is the term used to describe the software and algorithms used to analyze data
and make choices in real-time. The cloud or the edge may both be used to deploy these machine
learning algorithms.

Advantages of 10T:

The Internet of Things (10T) provides a wide range of advantages and benefits in many different
fields. Here are a few of the main benefits of 10T:

1. loT facilitates seamless connection and information sharing between systems, objects, and
devices. This enables real-time communication, teamwork, and information sharing, which
boosts productivity and efficiency.

2. Efficiency and automation are made possible by the Internet of Things (loT), which
combines sensors, actuators, and intelligent devices. As a result, productivity is increased,
human intervention is decreased, and resource use is optimized.

3. Better Decision-Making: The Internet of Things (1oT) collects a ton of data from systems and
linked devices. Businesses may acquire useful insights for well-informed decision-making,
predictive maintenance, and proactive problem-solving by using data analytics and machine
learning approaches.

4. Enhanced Productivity and Cost Savings: I0T implementations may optimize resource
allocation, simplify operations, and lower downtime. As a consequence, organizations
experience increased productivity and cost savings by reducing waste, maximizing energy
use, and enhancing overall operational efficiency[6]—[8].
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5.

10.

Better Customer Experiences: 10T makes it possible to provide customers with customized,
context-aware experiences. In order to give personalized services, suggestions, and alerts that
increase consumer happiness and loyalty, connected devices, and systems may collect and
analyze data.

Remote Monitoring and Control: The Internet of Things enables the remote monitoring and
management of systems and devices. This makes it possible to manage assets, infrastructure,
and processes in realtime from any location, improving convenience, security, and
operational visibility.

Safety and Security: By offering real-time monitoring and alarm systems, 10T can improve
safety and security. For instance, networked security cameras, smart locks, and
environmental sensors may assist in preventing and handling crises, accidents, and security
breaches.

Sustainability and Environmental Impact: By maximizing resource consumption, cutting
waste, and allowing better energy management, 10T may support sustainability initiatives.
For instance, smart grids and linked sensors can monitor and control energy use, resulting in
energy efficiency and less environmental effect.

Health and wellness: 10T applications in healthcare allow for individualized healthcare
solutions, smart medical equipment, and remote patient monitoring. This makes it possible to
manage healthcare more proactively, to intervene when necessary, and to enhance patient
outcomes.

Infrastructure and Smart Cities: loT is essential to the development of infrastructure and
smart cities. Intelligent transportation, connected sensors, and systems provide for efficient
traffic, waste, energy, and urban planning, which enhances livability and sustainability.

Disadvantages of 10T:

1.

Security Risks: Because 10T devices often contain exploitable weaknesses, they are
vulnerable to security breaches. Hackers may target devices with weak security, resulting in
illegal access, data breaches, and the possibility of damage to people or organizations.

loT devices capture and send enormous volumes of data, which raises privacy issues. A
breach of privacy or the abuse of personal information may result from the exposure of
sensitive data, behavioral patterns, and personal information.

Compatibility problems: loT platforms and devices often lack defined protocols and
compatibility, making it difficult to flexibly combine equipment from multiple manufacturers
or use data from diverse sources. This may reduce the effectiveness and scalability of IoT
systems.

IoT installations contain a large number of linked devices and data streams, which makes
monitoring and maintaining the infrastructure more difficult. As a result, effective device
management, software upgrades, and troubleshooting become essential and need specialized
resources and knowledge.
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5. 10T devices are dependent on consistent and dependable internet access. Any lapse in a
network connection may impair the operation of 10T systems, disrupting automated
procedures, data transmission, and real-time monitoring.

Uses of the Internet of Things (10T):

1. loT makes it possible to automate and operate a variety of household appliances, lights,
thermostats, security systems, and other devices. For ease, convenience, and energy
efficiency, users may remotely monitor and operate their houses.

2. 10T is extensively utilized in industries for process monitoring and control, efficiency
optimization, and preventative maintenance. It makes it possible to automate manufacturing
operations, gather data in realtime, and communicate with other machines.

3. Wearable technology has a big impact on healthcare thanks to linked medical equipment,
remote patient monitoring, and wearable technology. It permits ongoing health monitoring,
makes telemedicine possible, and enhances patient care and therapeutic results.

4. Smart Cities: 10T is used in these projects to improve resource management, public services,
and urban infrastructure. It makes it possible for smarter waste management, energy-saving
systems, and enhanced citizen services.

5. 1oT technology is used in precision agriculture to monitor crop health, soil conditions, and
automated irrigation systems. This makes it possible to implement sustainable agricultural
methods, maximize the use of resources, and boost crop output.

6. loT makes it possible to track and monitor assets, vehicles, and other items in the supply
chain in realtime. It promotes overall supply chain efficiency, optimizes logistical processes,
and improves inventory management.

7. Environmental Monitoring: 10T devices are used to monitor the environment, including the
management of natural resources, weather, and the quality of the air and water. Making
educated judgments for disaster management and environmental conservation is made easier
with the use of this data.

8. 10T is used in smart grid technologies, energy monitoring systems, and demand response
systems. It provides cost reductions for both the residential and industrial sectors as well as
efficient energy use and the incorporation of renewable energy[9], [10].

CONCLUSION

The Internet of Things (1oT) is a revolutionary technology that links things and gadgets to the
Internet so they may interact and exchange data. Innovative applications in a variety of sectors,
including healthcare, transportation, manufacturing, and smart cities have been made possible by
this connection. Businesses may boost productivity, improve decision-making, and improve
consumer experiences by using the potential of IoT. IoT’s rapid use also introduces difficulties
with data management, security issues, and privacy concerns. Addressing these issues while
leveraging the promise of 10T will be essential as it develops further. The Internet of Things is
ready to alter industries, improve daily life and propel the future of technology thanks to
developments in connectivity, data analytics, and edge computing.
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ABSTRACT:

With the ability to link common devices to the Internet and enable seamless communication and
data exchange, the Internet of Things (IoT) has emerged as a paradigmatic shift in technology. A
thorough review of 10T hardware and software components is given in this chapter Embedded
Devices. It looks at the many software layers, including operating systems, middleware, and
application frameworks that aid in the creation and administration of IoT systems. It also
examines the essential hardware elements such as sensors, actuators, and embedded systems that
serve as the building blocks of 10T deployments.

KEYWORDS: Actuators, Embedded Devices, Hardware, Operating Systems, Sensors,
Software.

INTRODUCTION

When learning about the Internet of Things or developing loT initiatives, understanding
embedded devices is crucial. The components that make up the special computer system are the
embedded devices. These systems may or might not have an Internet connection. In most cases, a
single application runs on an embedded device system. However, these devices can interact with
one another via other network devices and can connect to the internet. The 10T is shown in the
given below Figure 1[1]-[3].
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Figure 1: Internet of Things or loT[javatpoint].
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The Internet of Things (I0T), which connects common things and enables them to communicate
and exchange data over the Internet, has completely changed the way we interact with the world
around us. The foundation of the Internet of Things (10T) is the seamless integration of hardware
and software components, which enables the creation of intelligent, networked systems with the
potential to change industries and improve our lives.

10T software consists of a variety of layers and parts that make it easier to create, administer,
and use loT systems. Lightweight and resource-saving operating systems are created to operate
on low-power devices and provide the required functionality for data gathering, processing, and
communication. By bridging the gap between the applications and the underlying hardware,
middleware solutions enable safe connection, data sharing, and interoperability across various
loT devices. Application frameworks also provide programmers access to tools and libraries that
speed up the creation of loT applications while assuring effectiveness, scalability, and
adaptability.

IoT hardware, on the other hand, forms the basis of 10T installations and enables actual
physical communication between the digital and physical worlds. Real-world data, such as
temperature and humidity as well as motion and light, may be captured and gathered using
sensors. Actuators, on the other hand, provide devices the ability to carry out physical actions in
response to the data they receive, such as managing motors or opening/closing valves. In order to
facilitate smooth connection and data exchange with other devices and the cloud, embedded
systems, which include sensors, actuators, and connectivity modules, serve as the foundation of
loT devices.

The successful deployment of 10T solutions depends on the efficient integration of I0T software
and hardware components. Efficacious data processing, smooth communication, and safe
interactions are ensured by robust software layers and frameworks, while dependable hardware
infrastructure offers the connection, scalability, and resilience required to support large-scale
deployments. Gaining a thorough grasp of IoT hardware and software enables businesses and
developers to create reliable and scalable 10T systems, pick the appropriate components, and
make educated choices. The effective fusion of hardware and software in 10T systems ultimately
opens the way for intelligent automation, data-driven decision-making, and revolutionary
applications across sectors, altering the way we live, work, and interact with our surroundings.

DISCUSSION
IoT — Hardware System

The embedded system might be either a microprocessor or a microcontroller type. These two
varieties each have an integrated circuit (IC).A microcontroller from the RISC family, such as
the Motorola 68HC11, PIC 16F84, Atmel 8051, and many more, is the most important part of the
embedded system. The internal read-write memory of these microcontrollers is the key feature
that sets them apart from microprocessors like the 8085. The following lists the fundamental
system architecture and embedded device components as shown in Figure 2.
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IoT system’s hardware consists of servers, a routing or bridge device, sensors, devices for a
remote dashboard, control devices, and devices. In order to support certain objectives and
activities, these devices control crucial jobs and operations such as system activation, action

Temperature
Humidity
Light
Ultrasound
Gyroscope

Sensors

Memory mapped IO

RFID, GSM

i

Microcontroller

eg: 8051
16F84

Input
Switch
Keypad
Timer

ATMEG
168,
68HC11

— =
-

Controllers

Actuators
Relays
Switches
PWM

—
e

7

LED

Buzzer

Notification

Display Unit

7 Segment Display, LCD, Graphic Display

Figure 2: Basic Embedded System [javatpoint].

specifications, security, communication, and detection.

loT - Sensors

The IoT’s sensors may be the most crucial piece of hardware. RF modules, sensor modules,

energy modules, and power management modules make up these gadgets. Signal processing,

WiFi, ZigBee, Bluetooth, radio transceivers, duplexers, and BAW in RF modules handle
communications. The sensing module controls sensing using a variety of active and passive

measuring tools.

The following is a list of some of the loT measuring tools:

© N o g~ wDd PR

Accelerometers

Temperature sensors

Magnetometers

Proximity sensors

Gyroscopes
Image sensors
Acoustic sensors
Light sensors
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9. Pressure sensors
10. Gas RFID sensors
11. Humidity sensors
12. Microflow sensors
Wearable Electronics

Small gadgets known as wearable electronics are worn on the head, neck, arms, chest, and feet.
In addition to keeping us linked, smart watches provide access to 10T systems that are necessary
for increased productivity.

Current smart clothing includes:
Head: Helmets, eyewear

Neck: Collars and Jewelry

Arm: Watches, bracelets, and rings
Torso: Garments and backpacks
Feet - Socks and footwear
Standard Devices

The command center and remotes for the Internet of Things continue to be the desktop, tablet,
and smartphone.

1. The user has the most power over the system and its settings while using the desktop.

2. The tablet serves as a remote control and gives users access to the main system capabilities
like the desktop.

3. The cellphone offers remote capability as well as some basic setup modifications.

Standard network components like routers and switches are among other important linked
devices.

0T - Software System

The language platform serves as the foundation for the embedded system, which employs
devices for its operating system and is mostly used for real-time operations. Electronics like
automobiles, phones, modems, appliances, etc. are made with embedded software by
manufacturers. An 8-bit microcontroller operating lighting controls is a basic example of an
embedded system. Additionally, it may be challenging software for aircraft, industrial control
systems, missiles, etc.

loT software uses platforms, embedded systems, partner systems, and middleware to handle its
two main networking and action domains. Within the 10T network, these particular and master
apps are in charge of data gathering, device integration, real-time analytics, and application and
process expansion. When carrying out related duties, they make use of integration with important
business systems (such as ordering systems, robots, scheduling, and more).
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1. Data Gathering

This program controls data aggregation, light data security, light data filtering, and sensing. It
helps sensors connect to machine-to-machine networks in real-time by using certain protocols.
After then, it gathers information from various devices and disperses it in line with parameters.
Additionally, it operates backward by dispersing data between devices. Eventually, the system
sends all of the data it has gathered to a centralized server[4]-[6].

2. Integration of Devices

The body of the 10T system is created by the software that supports integration, which links
(creates dependent connections) all system components. It makes sure that gadgets are
cooperating and networking steadily. Since the 10T network cannot function without these apps,
they constitute the defining software technology of the 10T network. To enable communication,
they control the numerous apps, protocols, and restrictions of each device.

3. Analytics in real time

These programs transform data or input from numerous devices into workable actions or distinct
patterns that can be examined by humans. To carry out automation-related operations or offer the
data needed by the industry, they evaluate information based on a variety of settings and designs.

4. Application and Extension of the Process

By extending the functionality of current software and systems, these applications provide a
larger, more functional system. They include preconfigured devices for certain uses like granting
access to particular mobile devices or engineering tools. It encourages increased output and more
precise data collecting.

10T Decision-Making Process

The 10T decision framework offers a methodical way to develop an effective loT product
strategy. Making strategic decisions is the focus of the 10T decision framework. The loT
Decision Framework guarantees uniformity across all of our strategic business choices, technical
decisions, and more while assisting us in understanding the areas where we must make
judgments. The Internet of Things decision framework is significantly more crucial now that
products or services that connect across networks pass through five distinct technological
complexity tiers.

1. Device Hardware
2. Device Software
3. Communications
4. Cloud Platform

5. Cloud Application
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Figure 3: The 10T Technology Stack.

The functionality and connection of 10T devices are powered by embedded systems, which act as
their structural support. For loT settings to achieve seamless connection, scalability, and
resilience, robust and dependable hardware infrastructure is necessary. Additionally, a good
integration of hardware and software components is required for the deployment of loT
solutions. Through this connection, end-to-end IoT infrastructures that support automated
decision-making, data analytics, and automation may be created. It also protects sensitive
information and minimizes possible vulnerabilities in 10T systems, ensuring their security,
privacy, and dependability.

Decision Area

The six main decision areas of each 10T product are taken into consideration by the 10T decision
framework. These choices include:

1) User Experience (UX)
2) Data

3) Business

4) Technology

5) Security

6) Standards & Regulations

At every layer of the loT Technology Stack, each of these decision-making areas is assessed. To
deliver a better user experience, the device hardware and software will both be examined. Next,
we must investigate data concerns for all 10T Technology Stack phases in the Data Decision
Area[7]-9].

The IoT Decision Framework’s decision area:
Let's examine each of the [oT Decision Framework’s Decision Areas in more detail:

1. Without worrying about the technical intricacies, we focus on who the users are, what their
needs are, and how to provide a wonderful experience at each stage of the loT stack in this
decision area.

2. Data Decision Area: To meet the needs of the user, we create the overall data strategy in this
area, including the data flow throughout the complete loT stack.
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3. Business Decision Area: We decide how a product or service will become financially viable
based on the outcomes of the preceding decision areas. The expenses of delivering services
are monetized at each level of the 10T stack.

4. Area of Technology Decision: Here, we work with each layer's technology to enable the
overall solution.

5. Area of Security Decision: It is crucial to choose and offer security at each level of the IoT
Stack after technology adoption.

6. Standards and Rules Decision Area: In the last step of the IoT Decision Area, we
determine which standards and laws will apply to your product at each tier of the loT
Stack[10].

CONCLUSION

To allow its transformational powers, the Internet of Things (IoT) depends on the seamless
integration of hardware and software components. This chapter offered a thorough analysis of
loT software and hardware, addressing several issues essential to comprehending and using 10T
solutions.In terms of software, we spoke about how crucial it is to have effective operating
systems designed for devices with limited resources, middleware for communication and
interoperability, and application frameworks that make development easier.The research also
emphasized the importance of hardware elements in 10T installations. Real-world data must be
captured and collected by sensors, while physical interactions and control are made possible by
actuators. Additionally, a good integration of hardware and software components is required for
the arrangement of 10T solutions.
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ABSTRACT:

A revolutionary technological paradigm known as the Internet of Things (loT) has arisen that
allows a broad variety of physical devices and items to connect with and communicate with one
another. An overview of the major technologies and protocols that serve as the building blocks of
loT systems is given in this chapter. It examines several topics, including security techniques,
network designs, and communication protocols. The goal is to draw attention to how crucial
these technologies are for enabling safe data sharing, seamless connection, and interoperability
across the 10T ecosystem.

KEYWORDS: lot, Internet Of Things, Near-Field Communication (NFC), Protocols, Radio-
Frequency ldentification (RFID), Technology.

INTRODUCTION

The Internet of Things (IoT), which enables seamless connection and communication between
physical devices and things, has completely changed the way we interact with the world around
us. 10T systems are a broad category of linked hardware that includes anything from sensors and
actuators to smartphones and home appliances. These devices are all connected to share data for
a variety of purposes. The underlying technologies and protocols that provide secure data
transmission, interoperability, and other features are essential to the success and efficiency of
loT systems.

A broad range of elements, including hardware, software, communication protocols, and network
topologies, are included in the IoT technological landscape. Together, these elements provide a
reliable and expandable infrastructure that is essential to the effective operation of 10T devices.
Furthermore, protocols provide the guidelines and benchmarks for data transfer and inter-device
communication, providing flawless interoperability and integration.

The use of communication protocols is one of the main features of IoT technology. To enable
effective and dependable data communication between loT devices and backend systems, many
protocols have been established. Due to their capacity for handling lightweight communication,
low power consumption, and compatibility with limited devices, protocols like MQTT (Message
Queuing Telemetry Transport), CoAP (limited Application Protocol), and HTTP (Hypertext
Transfer Protocol) have become more popular[1]-[3].

In 10T technology, network design is yet another crucial component. In IoT ecosystems, several
network topologies, including star, mesh, and hybrid networks, provide a variety of ways to
communicate and data routing. Because each architecture has its benefits and trade-offs,
companies may choose the one that best suits their needs and deployment situations.
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Furthermore, owing to the delicate and priceless nature of the data being transferred in IoT
devices, security is of the highest significance. To ensure the confidentiality, integrity, and
accessibility of 10T data, security techniques such as encryption, authentication, and access
control are crucial. Strong security measures preserve sensitive data while preventing hostile
attacks on 10T networks and devices as well as illegal access.

The networking and communication technologies that underpin the Internet of Things (loT) date
back to the earliest stages of their development. Here is a quick summary of how IoT technology
and standards have developed:

Early ideas and innovations:

1. The idea of attaching actual items to the internet started to take shape in the latter half of the
20th century. Kevin Ashton first used the phrase "Internet of Things" to describe a network
of linked gadgets in 1999.

2. At first, attention was given to Radio Frequency Identification (RFID) technology, which
made it possible to identify and track items using radio waves.

3. Wireless sensor networks gained popularity in the early 2000s, making it possible to install
tiny, low-power sensors that could gather and send data.

Communication Protocols:

1. The Transmission Control Protocol/Internet Protocol (TCP/IP) and other commonly used
internet protocols served as the foundation for the initial loT communication protocols.

2. For Internet of Things applications, simple protocols like Simple Mail Transfer Protocol
(SMTP) and Hypertext Transfer Protocol (HTTP) were modified.

3. Protocols like Message Queue Telemetry Transport (MQTT) and Constrained Application
Protocol (CoAP) were created as the need for lightweight, low-power connectivity increased.
These protocols have been developed to transport data effectively across restricted networks.

Network Architectures:

1. Point-to-point connections or conventional client-server architectures were first used to link
loT devices to centralized platforms.

2. More scalable network topologies were created as IoT device numbers rose. For instance,
star, mesh, and hybrid network topologies were developed to make it easier for devices and
gateways to communicate.

3. By processing data closer to the source and using less bandwidth, edge computing has
significantly improved the effectiveness of loT networks.

Privacy and security:

1. Security and privacy have grown to be key issues as a result of the proliferation of connected
devices and the sensitive nature of 10T data.

2. To enable secure communication, protocols, and techniques were created, such as Transport
Layer Security (TLS) for encryption and authentication.
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3. To guard against unwanted access and data breaches, additional security measures including
access control, device authentication, and data encryption were put in place.

Interoperability and Standardization:

1. Standardization initiatives were started to encourage interoperability across various 10T
platforms and devices.

2. loT-specific protocols and standards, like IPv6 over Low-power Wireless Personal Area
Networks (6LoOWPAN) and Zigbee, have been developed by organizations like the Internet
Engineering Task Force (IETF), the Institute of Electrical and Electronics Engineers (IEEE),
and the International Telecommunication Union (ITU).

3. Industry coalitions have also sought to create open standards for 10T interoperability, like the
Open Connectivity Foundation (OCF) and the Thread Group.

The 10T ecosystem's changing demands and difficulties have prompted constant innovation and
adaptation throughout the history of technology and protocols. It is anticipated that other
innovations will continue to define the future of 10T as technology develops and new needs arise.

DISCUSSION

loT mostly makes use of networking and standard protocol technologies. RFID, NFC, low-
energy Bluetooth, low-energy wireless, low-energy radio protocols, LTE-A, and WiFi-Direct are
the principal 10T enabling technologies and protocols, however. In contrast to a typical uniform
network of common systems, these technologies enable the particular networking capabilities
required in an loT system.

IoT Development Technologies: Internet/Web and Networking Fundamentals OSI Model

1. loT devices may connect with other 10T devices, cloud-based apps, and services thanks to
networking technology.

2. The internet depends on defined protocols to provide safe and dependable communication
between diverse devices.

3. Standard protocols outline the guidelines and formats that devices must follow to create,
maintain, and transport data via networks.

4. A “stack” of technologies is how networks are constructed. Bluetooth LE is at the bottom of
the stack of technologies.

5. While others, like IPv6 technologies, are further up the stack and are in charge of logical
device addressing and network traffic routing.

6. Applications that are executing on top of such layers leverage technology at the top of the
stack, such as message queuing systems[4], [5].

Networking Technologies and Standards
Describe the OSI model.

The Open Systems Interconnection (OSI) model is a stack of seven protocol layers that is an
ISO-standard abstract model. Open System Interconnection, or OSI, was created in the 1980s. It
serves as a theoretical framework for network communication. Despite not being fully
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completed, it is still used today. There are seven levels in this OSI model, and they are all
interconnected. As the data descends the OSI model, more information is added at each layer.
The data descends the OSI model layers until it reaches the bottom layer. The data is transported
across the network after it has been received at the OSI model's bottom layer. The procedure will
be reversed after the data has been received on the opposite side.

Describe the TCP/IP model.

IP stands for Internet Protocol, while TCP stands for Transmission Control Protocol. The TCP/IP
model may include many protocols that make up the internet. The TCP/IP concept is still
relevant today, even if we tend to hear the names of IPv4 or IPv6 more often. The TCP/IP model
has four layers.They are application, presentation, session, transport, network, data connection,
and physical, listed in order of decreasing importance. The foundation of the Internet is TCP/IP
(Transmission Control Protocol/Internet Protocol), or the Internet Protocol Suite, which offers an
abridged concrete implementation of these levels in the OSI model.

The OSI model has seven levels, but the TCP/IP paradigm has four levels. Diagrammatically, it
seems like the TCP/IP model’s four levels perfectly match the OSI model’s seven layers,
although this is untrue. The first three levels of the OSI model, namely the application, session,
and presentation layers, correspond to the TCP/IP model's application layer. The TCP transport
layer and the OSI model's transport layer correspond exactly. The network layer of the OSI
model directly corresponds to the internet layer of the TCP/IP architecture. The network layer of
the TCP/IP paradigm corresponds to the last two OSI levels. In comparison to the OSI model,
TCP/IP is the paradigm that is used the most often for internet-based computer communication.
The OSI and TCP/IP networking models are shown in Figure 1.

OSI TCP/IP

Application
High-level API. resource sharing

Presentation . .
Data formatting,encoding,encryption,compression App"cat.on

Session
Authenticate,manage sessions and reconnections

Transport TranSport
Message segmentation,acknowledgement,reliable

Network Internet

Multi node routing and addressing

Data link
Flow and error control on physical link

Network

. Access
Physical
Transmission of physical bit streams

Figure 1: OSI and TCP/IP networking models [intellipaat].
Layers of OSI Model
1. Physical Layer
2. Data Link Layer
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Only 4 levels make up the TCP/IP model, which combines certain OSI model layers:

1.

Application Layer: Application-level communications are covered by the application layer
(Layers 5, 6, and 7 in the OSI model). An example of an application layer protocol that is
often used on the internet is HTTP/S.

Transport Layer:End-to-end communication is the primary emphasis of the transport layer
(Layer 4 in the OSI model), which offers characteristics like dependability, congestion
avoidance, and the assurance that packets will be delivered in the same sequence as they
were received. Due to its performance, UDP (User Datagram Protocol) is often used for 10T
transmission.

Internet Layer:This layer corresponds to the network layer of OSI Layer 3. The third OSI
layer deals with logical addressing. This layer's protocols specify how routers transmit data
packets between IP-assigned hosts at the source and destination. Commonly used for loT
device addressing is IPv6.

Physical Layer and Network Access: The OSI layers 1 and 2 are combined into one
TCP/IP layer. The physical (PHY) layer (Layer 1 of the OSI model) specifies how each
device is physically linked to the network via hardware (such as an optical cable, cables, or
radio for wireless networks like IEEE 802.11 a/b/g/n). Devices are identified by MAC
addresses at the link layer (Layer 2 of the OSI model), where protocols are concerned with
physical addressing, such as how switches transmit messages to devices on the network.

Even though the TCP/IP and OSI models provide you helpful abstractions for talking about
networking protocols and the particular technology that each protocol uses, certain protocols
don't fit well into these layered models and are unsuitable. For instance, the Transport Layer
Security (TLS) protocol, which employs encryption to guarantee network traffic's privacy and
data integrity, may be thought of as operating across OSI levels 4, 5, and 6[6]-[8].

Similarities between the TCP/IP paradigm and the OSI
The OSI and TCP/IP models are comparable in the ways listed below:

1.

Similar architecture: Since both models are built using layers, they are both logical models
with comparable structures.

Specify benchmarks: Both levels have established standards and provide the basis for
putting the standards and devices into practice.

Simplified troubleshooting process: By dividing the difficult function into smaller
components, both approaches have made the debugging process easier.
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4. Predetermined criteria: The standards and protocols that have previously been established
are not redefined by these models; instead, they are just referred to or used. For instance,
before the construction of these models, the IEEE had already established the Ethernet
standards; models have instead utilized these pre-established standards.

5. Both have similar functionality of ‘transport’ and ‘network’ layers: The role carried out
at the transport layer is comparable to that carried out between the presentation and network
layers.

Key Features of 10T:

Artificial intelligence, connection, sensors, active involvement, and the usage of tiny devices are
the 10T's key characteristics. Below is a quick summary of these features:

Al-loT effectively transforms everything into a "smart™ object by using data collecting, artificial
intelligence algorithms, and networks to improve every area of life. This may be as basic as
improving your refrigerator and cabinets to know when milk and your favorite cereal are running
low and to order more from your favorite grocer when necessary[9], [10].

Connectivity: Thanks to emerging loT networking technologies, networks are no longer only
dependent on large service providers. Networks are still useful even when they are considerably
smaller and less expensive. These little networks are built by 0T between their system
components.

Sensors - Without sensors, the 10T would be less distinctive. They serve as defining tools that
turn 1oT from a typical passive network of devices into an active system that can be integrated
into the actual world.

Small Devices - As expected, devices have become smaller, more affordable, and more potent
over time. To achieve its accuracy, scalability, and adaptability, 10T makes use of specially
designed tiny devices.

Differences between the TCP/IP model and OSI
Let's look at the comparison of the OSI and TCP/IP models in the given below Table 1:
TABLE 1: DIFFERENCES BETWEEN THE TCP/IP MODEL AND OSI.

OSI Model TCP/IP Model
It stands for Open System Interconnection. It stands for Transmission  Control
Protocol.

ISO (International Standard Organization) | ARPANET (Advanced Research Project
created the OSI model. Agency Network) created the TCP/IP
Model.
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It serves as a communication bridge between
the end user and the network thanks to its
independent standard and general protocol.

It comprises common protocols that
support the growth of the internet. The
connection between the hosts is made
possible by this communication protocol.

The transport layer in the OSI architecture
offers a guarantee for packet delivery.

The guarantee for packet delivery is not
provided by the transport layer. However,
we can still claim that it is a trustworthy
model.

The vertical method is the foundation of this
paradigm.

The horizontal method is the foundation of
this paradigm.

The session and presentation layers are distinct
in this architecture, which separates them from
one another

The session layer and presentation layer in
this architecture are the same layer. The
application layer consists of both levels.

It is often referred to as a reference model from
which other networks are constructed. For
instance, the OSI model provides the
foundation for the TCP/IP paradigm. It is also
known as a tool for guiding.

It is often referred to as an implemented
model in the OSI model that has been put
into practice.

The network layer offers both connection-
oriented and connectionless functionality in
this approach.

Only connectionless services are provided
by the network layer

The OSI model has hidden protocols that are
simple to modify as new technology is
developed.

The protocol cannot be readily changed in
this model.

It has seven layers.

It has Four layers.

The OSI model specifies the services,
protocols, and interfaces and establishes clear
boundaries between them. It is not protocol-
specific.

Services, protocols, and interfaces are not
separated in the TCP/IP paradigm. It
depends on the protocol.

This model is seldom ever used.

A lot of people utilize this model.
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Devices like routers, motherboards, switches, | It does not provide the gadgets with the
and other hardware devices benefit from its | standards. It establishes a link between
standardization. different computers

CONCLUSION

In conclusion, technology and protocols are essential to the development and general acceptance
of 10T systems. Data transport between 10T devices and backend systems is made efficient and
dependable via communication protocols like MQTT, CoAP, and HTTP. Various deployment
situations may be accommodated by the flexibility and scalability of network topologies
including star, mesh, and hybrid networks. 10T data is kept safe, intact, and accessible thanks to
security measures including encryption, authentication, and access control. Additionally,
guaranteeing connection and compatibility across various loT platforms and devices improves
the usefulness and value of 10T systems overall. Advancements in technology and protocols will
be essential in tackling new difficulties and realizing the full promise of this disruptive
technological paradigm as the 10T grows and evolves. In the next chapters, we will elaborate on
every layer of the OSI and TCP/IP model.
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ABSTRACT:

The Open Systems Interconnection (OSI) model’s Physical Layer is the top layer. It is in charge
of sending and receiving unprocessed data bits through a communication network. The physical
components of communication such as the electrical, mechanical, and procedural standards, are
the main emphasis of this layer. This chapter gives a general overview of the Physical Layer,
emphasizing its crucial roles and significance in the OSI model.
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INTRODUCTION

The Physical Layer is the lowest in the Open System Interconnection (OSI) Model, which is a
representation of the system's physical and electrical components. It is made up of many network
parts, including different kinds of cables, connectors, receivers, and power plugs. The Physical
Layer transmits data bits between one or more devices, such as computers. The sorts of
encoding, more specifically, how the Os and 1s are encoded in a signal are defined by the
physical layer. The physical layer is in charge of transmitting raw, unstructured data streams via
physical media.

The link between the network and the physical transmission media is provided by the Physical
Layer, the top layer of the Open Systems Interconnection (OSI) paradigm. It is in charge of
managing the physical components of communication, assuring dependable and effective data
transmission, and transferring raw data bits via the communication network. Establishing a
trustworthy physical connection between the transmitter and the receiver is the Physical Layer's
main goal. It outlines the procedural, mechanical, and electrical requirements for data
transmission and reception. This layer is responsible for transforming the digital data from the
higher levels into a form that can be sent across the network media, which may be wireless
channels, optical fibers, or copper cables[1]-[3].

Data encoding and decoding are at the heart of the Physical Layer. Encoding transforms digital
information into a physical signal that can travel through media. In contrast, the incoming signal
is transformed back into digital data during decoding so that the upper layers of the OSI model
can analyze it. Depending on the properties of the transmission medium, the Physical Layer uses
different modulation methods, such as amplitude modulation (AM), frequency modulation (FM),
or phase-shift keying (PSK), to accomplish this.

The Physical Layer is also in charge of controlling and managing the physical elements needed
for data transmission. Determining connection types, pin arrangements, voltage ranges, and
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signaling speeds fall within this category. The transmission medium's properties, such as its
bandwidth, attenuation, and noise immunity, are likewise determined by the layer and have a
direct bearing on the caliber and speed of data transfer.

Background of OSI’s Physical Layer

The evolution of computer networks and the need for a standardized model to ease system
communication are where the history of the Physical Layer in the OSI (Open Systems
Interconnection) paradigm begins. The International Organization for Standardization (ISO)
created the OSI model as a theoretical foundation for network design in the late 1970s.

There were several proprietary systems in use in the early days of computer networking, each
with its own set of hardware interfaces and networking protocols. This lack of standardization
caused compatibility problems and hampered network interoperability. The OSI model was
developed to offer a standard reference framework for networking protocols and apparatus to
solve this issue. The Physical Layer, which represents the base of the network stack, was
intended to be the first layer in the OSI model. Its main objective was to specify the technical
parameters of raw bit transmission via a communication channel. To allow dependable data
transfer, this layer's creation took into account electrical, mechanical, and procedural
requirements.

The physical connection was first accomplished via a variety of transmission mediums, including
copper wires, coaxial cables, and subsequently, fiber optics. The maximum data transmission
speeds, signal encoding techniques, connection types, and signaling voltages of various mediums
were all set by the Physical Layer. The methods of modulation and demodulation necessary for
data transmission via analog communication channels were also outlined.Technology
development throughout time led to modifications in the Physical Layer. By introducing a widely
used standard for local area networks (LANS), Ethernet changed networking in the 1980s.
Ethernet became the standard technology for tying up computers and other devices within a local
network because it allowed for high-speed data transfer across twisted-pair copper cables and
subsequently fiber optics.

The Physical Layer changed to support faster data speeds and increased dependability as digital
communication spread. To satisfy the rising needs of network communication, new technologies,
and protocols including Asynchronous Transfer Mode (ATM), Integrated Services Digital
Network (ISDN), and Digital Subscriber Line (DSL) were created and included in the Physical
Layer.The development of networking technologies and the history of the Physical Layer in the
OSI model go hand in hand. Its creation and standardization have been crucial in facilitating
seamless communication across various networks and systems. With the introduction of new
technologies like wireless communication, high-speed broadband, and the Internet of Things
(1oT), the Physical Layer is now continuing to develop, assuring reliable and efficient data
transfer in contemporary networks.

DISCUSSION

Open Systems Interconnection Model is known by the acronym OSI. It describes how data is
transferred between systems in a computer network. In its most basic form, two systems are
connected using Local Area Network (LAN) cables and share data with the aid of a Network
Interface Card (NIC), which enables communication over a network. However, what happens if
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one system is based on Microsoft Windows and the other is based on macOS? The 7-layered OSI
model was introduced by the International Organization for Standardization (ISO) in 1984 to
enable effective communication across systems with different architectures. In the seven-layered
OSI model, the physical layer, which protects hardware, is the first and lowest layer from the
bottom. Data transmission through the physical media is handled by this layer. The position of
the physical layer in the OSI model is shown in the given below Figure 1.

Level 7 APPLICATION
Sender
Software/ Level 6 PRESENTATION
Upper Layer 1
Level 5 SESSION T
feart of 0S| «&— Level 4 TRANSPORT Receiver
Level 3 NETWORK
Hardware/ Level 2 DATA LINK Sends data bits
Lower Layer from one device
\_Q/ Level 1 PHYSICAL to another over

the network.

Figure 1: The OSI Model — Physical Layer [geeksforgeeks].

The data frame that the physical layer receives from the data connection layer is converted into
bits, or in terms of ones and zeroes. By implementing the necessary protocols on various network
modes, it preserves the data quality while preserving the bit rate during data transmission over
wired or wireless mediums[4]-[6].

Physical layer’s characteristics: The OSI model incorporates various characteristics of the

physical layer, including:

1. Signals: For effective data transmission, the data is first transformed into a signal. Two
different types of signals exist:

1) Analog signals: These signals have continuous waveforms in nature and are represented for
data transfer by continuous electromagnetic waves.

2) Digital Signals: These discrete signals, which are used to represent network pulses and
digital data from higher levels, are known as digital signals.

2. Transmission medium: Data is transported through transmission media from source to
destination. Two categories of transmission mediums exist:

1) Wired Media: Cables are used to establish the connection. Twisted pair cables, coaxial
cables, and fiber optic cables are a few examples.
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2)

1)
2)

3)

1)

2)

3)

1)
2)

3)

Wireless Media: A wireless communication network is used to establish the connection. For
instance Wi-Fi, Bluetooth, etc.

Data Flow: It gives the rate of data flow and the period for transmission. The following are
the variables influencing the data flow:

Encoding: The process of encoding data for channel transmission.

Error-Rate: Receiving incorrect data as a result of transmission noise is known as Error-
Rate.

Bandwidth: The speed at which data is sent across a channel.

Transmission mode: This identifies the data flow direction. There are three different
transmission modes in which data may be transmitted:

Simplex mode: In this kind of communication, a device can only transfer data in one
direction. A mouse, a keyboard, etc. are examples.

Half-duplex mode: This kind of communication allows for one-way communication,
meaning that data may only be sent or received in one direction. A walkie-talkie is one
example.

Full-duplex mode: This kind of communication allows for simultaneous data transmission
and reception, or two-way communication. Cellular communication is an example.

Noise in transmission: Data transmission might be distorted or degraded for a variety of
causes. Following are some of the causes:

Attenuation: It is the communication channel's network signal gradually becoming worse.

Dispersion: When data is distributed and overlapped during transmission, the original data is
lost.

Data Delay: The sent data is received by the target system outside of the frame time set.

The physical layer provides a variety of services and tasks, including:

6.
7.

10.

11.
12.

Bit by bit or symbol by symbol, it transmits data.

Only one bit has to be sent from one system to another at a time since it achieves bit
synchronization. No bits should cross each other when being sent. By including a clock, bit
synchronization may be accomplished.

The amount of bits that may be conveyed each second, or the bit rate, is determined by the bit
rate control.

The physical layer is in charge of understanding how devices are arranged in networks
known as physical topologies, including mesh, ring, bus, and star.

One of the three data transmission methods—full-duplex, half-duplex, and simplex—in
which data is sent via a network.

It is in charge of setting up multipoint, point-to-point, or point-to-multipoint lines.
It is in charge of start-stop signaling and flow control in asynchronous serial communication.

ACADEMICIA: An International Multidisciplinary Research Journal
https://saarj.com
35

Special
Issue



Special
ACADEMICIA Issue

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

13. Processing of physical signals using techniques including equalization filtering, pulse
shaping, and training sequence.

14. Bit-interleaving and additional channel coding are provided.
15. It is in charge of communicating serially or concurrently.

16. It offers a defined interface for the physical transmission medium, including IR standards,
radio interfaces, mechanical specifications for electrical cables and connections, and
electrical requirements for transmission line signal levels.

17. Modulation, which is the process of converting information into radio waves by adding it to
an electrical or optical signal, happens at the physical layer.

18. It is this layer's responsibility to switch circuits.

19. The auto-negotiation layer is what it is all about. Digital signals and analog signals are the
two basic types of signals. Which signal will be utilized to transmit data from one location to
another is decided by the physical layer.

20. Due to data packets' irretrievability, it also prevents data flowing through the network from
colliding with one another.

21.1t is in charge of converting the data that is received from the data connection layer for
further transmission.

Physical topologies:

Geographical Representation of Linking Devices is known as Physical Topology or Network

Topology. The four categories of physical topology are as follows:

Mesh Topology: In a mesh topology, every single device in the network should have a dedicated
point-to-point link with every single other device. Due to the specialized point-to-point
connection between the two devices, there is more data security in this instance. Installing Mesh
Topology is challenging due to its complexity.

Mesh topology benefits include:
The following list of advantages and benefits of mesh topology is provided:
1. High-Level Traffic Management:

Mesh topology has no hierarchical connection at all. Let's take a connected device as an example
that uses the device's routing capabilities to try to directly contact any other connected device. It
will be able to accomplish it in this instance.

2. A single device’s failure has no impact on the network:

It is uncommon when the mesh architecture is resistant to issues. All of the notes are received
and translated by the network thereafter. With enough redundancy, the structure gives its users
the ability to keep it operational even if a fault takes place. The network is strong enough to
employ additional nodes to complete the mesh if one of the nodes fails.
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3. Consistency of Data Transmission

There are several pathways for data transmission in a mesh structure. Each node must be linked
to every other node for this architecture to be successfully operated in a set of ways.
Consequently, the data transfer is more reliable overall. Furthermore, despite several node
failures, the route is unaffected and messages may still be sent.

4. The Addition of New Devices Has No Impact On Data Transmission:

Mesh topology structure enables users to connect new devices without interfering with existing
ones by adding new widgets. These are the messages that appear then. Every node is linked, so
even if one piece of equipment malfunctioned, the information flow would not be hampered.

5. Easy Scalability

In a Mesh topology, there is no need for an extra router since each node functions as its router,
making it possible to easily adjust the network's size. Because of this, at the present speed-up
operation, one user may quickly add a new connection to any room in a corporate setting.

6. Network takedown is quite unlikely:

It is nearly hard to bring down the current mesh architecture in the world without eradicating all
of the gadgets we use globally, barring a major catastrophe.

7. There is no necessity for centralized power:

Centralized control inside the mist is not necessary, nor is there any need to provide an apology
for delivering the data. Therefore, if wanted, one may set up a personal, safe mode of
communication that gives them the choice to remain anonymous. To safeguard their privacy,
they don't need to use a firewall or any other software programs.

8. Adaptable:

Mesh topology provides a tremendous amount of versatility because of the partial shortage
option. One user is not required to complete a set of connections for each node in this
architecture, therefore the network may be established with a partial wave to benefit from the
improved communication.

Mesh topology has drawbacks:
The drawbacks or restrictions of the mesh topology should be understood to:
1. Expensive:

In comparison to other topologies, this one has an extremely high implementation cost. This is
because several pieces of highly complicated equipment are necessary. We need that all of the
gear, Internet bandwidth, cabling, etc., to be properly connected for us to function.

2. Time-intensive to construct and maintain:

The method is quite complicated and time-consuming at the beginning, but once it is up and
running, adding a new node is fairly straightforward.

3. Significant Duplicated Connection Danger

ACADEMICIA: An International Multidisciplinary Research Journal
https://saarj.com
37



Special
ACADEMICIA Issue

ISSN: 2249-7137 Vol.12, Issue 1, January 2022, Spl Issue Impact Factor: SJIF 2022 = 8.252

There is a possibility of creating redundant connections since miss topology can manage a large
number of networks.

4., Each node’s burden has increased:

Every node is required to function as a router and has several responsibilities. The system is thus
quite complicated.

5. Latency Problems

Low-power mesh topology lacks the processing power necessary to handle data flow in a timely
way. There are thus several latency problems.

Star Topology: In a star topology, each device should have its point-to-point connection to the
hub or controller in the center. In comparison to Mesh Topology, Star Topology is simpler to
install and re-join. There is no fault tolerance method in Star Topology. The Star Topology is
shown in the given below Figure 2.

Device 1

Device 6 ﬂ Device 2

Node

Central

mEE.- '"
L LR 1 R

Device 3

Device 5

Device 4

Figure 2: Star Topology [geeksforgeeks].

Bus Topology: With the aid of tap and drop lines, several devices are linked via a single cable
known as the backbone cable in a bus topology. Compared to Mesh Topology and Star
Topology, it is less expensive. Re-installation and re-connection are challenging. The Bus
Topology is shown in the given below Figure 3.
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Figure 3: Bus Topology [geeksforgeeks].
Benefits of a Bus Topology

Establishing a network utilizing bus topology has several advantages. Here are a few of the
benefits:

1. More affordable than alternative topologies:

Compared to alternative network configurations like the mesh, star, or tree topologies that are
possible. It is less expensive since it doesn't need to be set up with an extra device. Additionally,
the length of the cable needed to build the bus topology is likewise rather short. The number of
nodes that may be linked by a bus is limited by the smaller geography. As a result, it requires
fewer external connections, which eliminates the need for hubs and switches to connect devices.

2. No Extra Power Source Necessary

There is no need for an extra power source to power the network since the bus architecture just
needs the node as additional central hardware. Terminators are not required for the core cable
that links all of the nodes and sends data across the network. Capacitors and resistors are used in
the network since the majority of the components are passive. There is no power consumption by
the cable. Therefore, even in the case of a power shortage, this network may be used[4]-[9].

3. Easily Defined Bus Topology

To connect the network's nodes, the user just needs an Ethernet cable and a few connections. Bus
topology may be established easily since drop cables are used to link the nodes to the bus cable.
Bus topology may be established quickly since the nodes are linearly connected.

4. Scalable with ease

Computers, printers, and scanners are examples of nodes in the network that are simpler to add.
Each node has a functional NIC (Network Interface Card) if they are all physically situated in the
same place. Once the connection is made, the nodes may be smoothly inked, and the network can
then be utilized right away.
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5. Linear Organization

Since the network's nodes are linked linearly, any node failure or malfunction has no impact on
how well the network as a whole performs. The cable is used to convey the data. In the event of a
node failure, it makes sure that the transmission is not interrupted.

6. Flexible Network

The user may extend the network'’s range by up to 5 cable segments. Using the cable segments,
the network may be simply expanded to the nearby physical place. A cable section may be up to
5,000 meters long. This topology may be used across a 2.5-kilometer stretch of land. However,
increasing the network’s length or number of nodes reduces its effectiveness. By using network
repeaters, it may be fixed. The user may also extend the bus cable by connecting to the current
network.

Disadvantages of Bus Topology
1. A limited-range cable

The bus topology has a physical maximum length. The physical cable that may be used to link
the nodes in the bus architecture has a maximum length. A connection between the nodes may be
made using up to five cable segments.Each cable section may be up to 500 meters long. There is
no limit on how many nodes may be connected to a certain cable section. This indicates that
additional nodes may join the network if they are maintained near to one another physically.
However, as the number of nodes rises, the network efficiency falls.

2. Insecure Data Transmission

Along with the sender and receiving nodes, the data is sent to every node. All of the data that is
transferred via the network is accessible to every node. As there is no method to guarantee
private communication between two nodes, this jeopardizes the network's ability to protect data
from theft.Additionally, adding a second security layer to the network is challenging. A single
connection serves as the common link for all data transmission. If the bus cable is hacked, the
whole network is open to assaults.

3. Susceptible to Physical Injury

The core bus cable supports the whole network. The bus cable is the sole means through which
data is transported across the network and is linked to all nodes. If the bus cable fails, the
network as a whole might collapse. The user must first correct the cable fault before they may
retransmit data across the network. In other cases, the network might even fragment.

4. Prominent Risk of Data Collision

Data collisions in the network are always a risk since the whole transmission happens across the
bus wire. Additionally, the likelihood of data collision rises as more nodes in the network are
linked. This restricts the number of nodes that may join the network. The network's quality is
impacted because data loss might result from a data collision.

Ring Topology: The term “ring topology” refers to how devices are linked to one another via
repeaters to form a ring. In a Ring Topology, a device can only transmit data if it has a token;
otherwise, no device may communicate data. A token is set up in the Ring Topology by the
Monitor. The Ring Topology is shown in the given below Figure 4.
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Node 1 Node 2

Node 4 Node 3

Figure 4: Ring Topology [geeksforgeeks].
The benefits of ring topology
1. Performance:

Ring topology may be achieved by running the network more efficiently. Without regard to
quantity, the devices may be placed one after the other. There are no restrictions on how many
devices we may install. Every time we add a new device, we have to relocate the one next to it.

2. Management:

High-speed data transport is another traditional ring network design characteristic. This is a ring
topology, and notice how quickly data is sent between each workstation in it. Performance won't
be affected by the heavy load's condition disruption.

3. Flexibility

Device flexibility is made simple by the way rings are constructed. Users will add a workstation,
and it won't affect network performance or cause any issues.

4. Integrity:

Hardiness is required by the ring topology. Additionally, it is still fairly dependable while in use,
particularly when employing a set of numerous rings. Very few failures are guaranteed by the
ring topology's bidirectional properties. In a ring topology, data may go in both directions; as a
result, different pathways can be taken for the same node.

Disadvantages of Ring Topology:
1. Charge:

A ring topology design necessitates pricey hardware components for the initial setup of the
network. Without the appropriate network cards and connections, we are unable to connect the
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workstation, which raises the installation cost significantly. Therefore, it is advisable for
consumers on a strict budget to explore other choices.

2. Activity Rate:

Ring topologies still retain a high data transmission rate, although it does it more slowly than a
star topology. When data is sent from one device to another, each workstation experiences a
delay until the data reaches its final destination. As a result, the overall network activity rate is
decreased.

3. Security:

Each associated workstation in the ring topology system receives the data. Every workstation
that is linked may view the data from another station waiting, which raises a few privacy
concerns.

4. Robustness

The one-directional route is used by the majority of ring topology network users, which makes
each device reliant. All of the networks would be destroyed if one of the workstations
malfunctioned.

5. Attachment of Device:

The network activity is disrupted when a new node is linked to or remo