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ABSTRACT

The widespread use of Blockchain technology, as well as the breadth of its applications, has
prompted extensive study in a variety of practical and scientific fields. Although still in its early
stages of development, the Blockchain is being hailed as a game-changing solution for
contemporary technological issues such as decentralization, trust, identification, data
ownership, and data-driven choices. Simultaneously, the world is seeing an increase in the
amount and variety of digital data produced by both humans and robots. While trying to figure
out the best method to store, organize, and analyze large amounts of data, Blockchain
technology comes in handy. Its suggested solutions for decentralized private data management,
digital property resolution, 10T connectivity, and public sector reforms are all having a big
influence on how Big Data will develop. The innovative solutions related with some of the Big
Data domains that may be aided by Blockchain technology are presented in this article.
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1. INTRODUCTION

Bitcoin's underlying technology, Blockchain, quickly emerged as Satoshi Nakamoto's true
discovery, making Bitcoin merely the first of many future Blockchain implementations.
Blockchain is a distributed public ledger that records all of the transactions that have ever taken
place in the system. It operates on a peer-to-peer (P2P) network, with each complete node storing
a copy of the Blockchain ledger. The Blockchain database is not managed by a central authority.
This idea of acquiring a database solely amongst the system's real and equal users lays the
groundwork for establishing "decentralized trust." A consensus of nodes that agree on the
problem is needed for the transactions to be verified and approved. The notion of decentralized
trust is diametrically opposed to virtually every system we've developed using a client-server
architecture. There is no longer a mediator processing the actions and data since the central
authority has been removed from the system. As a consequence, transaction costs are reduced,
transactions are non-reversible, and there is no need for confidence in governments or private
businesses. Users of the Blockchain don't even have to trust the other party in the transaction
with this approach. Only the system and the code should be trusted(1-3).

A blockchain is a database that organizes transactions into blocks. Blockchain ecosystem is
illustrated in Fig. 1 below. When a new transaction is generated, the sender broadcasts it to all
other nodes in the P2P network. The deal is still in the works and has yet to be confirmed. The
nodes verify the transaction and store it in their transactional pools as soon as they get it.
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Validating transactions entails performing specified tests on the transaction's structure and
activities. Miners are specialized nodes that generate new blocks that include all or part of the
available transactions from their transaction pool. The block is then mined, which is a method of
determining the proof of work based on variable data from the new block's header. The
continuous computation of a cryptographic hash that meets the specified difficulty goal is used to
find the proof of work. Mining requires a significant amount of computing power, and miners
use specialized mining gear. The miner who discovers a solution to his or her block first wins.
His candidate block gets added to the chain as a new block. We can argue that the newest block
in the Blockchain includes the most recent transactions since transactions are added to the
mining block as they arrive(4-7).

File Store | | Document Store Blockchain

Art Portfolio Sales Contract Owner History
Product Documents

Fig. 1: Blockchain Ecosystem(8)
1.1. Internet of Things (loT):

The Internet of Things (1oT) is an exciting new idea in development, but there are significant
challenges in creating a safe ecosystem that encompasses all components of the 10T architecture.
Using current technologies to create 10T systems resulted in a plethora of complicated protocols
with contradictory settings. The centralized server-client model is used in today's 10T networks.
Through cloud servers, all devices are recognized, authenticated, and linked. The Internet is used
to establish a link between devices(7,9-11). Even if this approach works well for the time being,
it may not be able to meet the requirements of future 10T ecosystems. Continuing 10T growth in
a more decentralized manner was regarded as the right path, but much of the technology, such as
privacy and security in large 10T P2P networks, remained lacking. Blockchain technology has
the potential to become the perfect component and foundation for monitoring billions of linked
devices, processing transactions, and coordinating the devices. Without the need of a centralized
cloud, blockchain will enable peer-to-peer communications, file sharing, and autonomous device
coordination. According to one IBM study, Blockchain provides the foundation that facilitates
device transactions and coordination (12). In the future Internet of Decentralized and
Autonomous Things, each item will be in charge of its own function and behavior.

The current state of 10T devices is that they are controlled by the user from a central location.
The user's mobile device may serve as the focal point. The user controls all of the activities,
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instructions, and rules. While this is beneficial in terms of personal control, it is not fully
automated in many respects. If all gadgets are managed by the Blockchain rather than by direct
human control, a true revolution may occur. Smart contracts make this feasible. A smart contract
is a collection of criteria and business rules that must be fulfilled before a transaction can be
recorded on the Blockchain. The transaction recorded on the Blockchain may be more
complicated than just transferring ownership. Smart contracts provide a built-in mechanism for
carrying out various contract kinds amongst nodes. The smart contract is also self-contained, and
theoretically, it is a computer code that can be maintained and performed by itself. When it
comes to controlling force, no human element is required. Ethereum, a framework for building
Blockchain systems, allows smart contracts to be executed. Ethereum, like Bitcoin, has its own
network, nodes, and miners. However, Ethereum nodes are capable of executing any contract
that is sent to them.

2. LITERATURE REVIEW

Data is the lifeblood of every company, according to Rabah et al(13). Big data is now used in
almost every sector, including retail, healthcare, financial services, government, agriculture, and
customer service. Big data may help any company that can use data to solve nagging questions
about its operations. Overall, big data is in high demand across all industries and businesses.
Those that strive to understand their customers' businesses and issues will be able to discover big
data solutions that are suitable for their requirements before their rivals, giving them a
competitive edge.

According to Yue et al., the emergence of the big data era on the Internet has resulted in a
massive increase in data size(14). However, the most serious problem with big data is a lack of
confidence, which makes data safe circulation and industrial growth impossible. By combining
non-tampering, traceable characteristics with smart contracts that automatically follow default
instructions, blockchain technology offers a novel solution to this issue. They propose a credible
large data sharing model based on blockchain technology and smart contracts in their paper,
which ensures that data resources are circulated safely.

Internet of Things (1oT) technology, according to Sun et al., has lately grown in popularity(15).
However, owing to the limited resources of 10T devices and the centralized system design,
several serious problems, such as centralized server overload, single point of failure, and the
potential of malicious use of personal information, remain difficult to resolve. In bitcoin trading,
blockchain technology has been a huge success. They propose a battery replenishment system for
electric vehicles that uses a battery switching method. They also use tests to demonstrate the
logic of their approach and compare it to other blockchain-based 10T solutions.

3. DISCUSSION
3.1. Decentralized Protection of Personal Data:

When social media networks gather users' personal data, activities, and habits on a regular basis,
they lose control over their privacy. While data-driven services have advantages in terms of
customized preferences, consumers still don't have a clear picture of what data is gathered and
for what purpose. Users lose all control over what happens to their data after then, and they are
unable to revoke authorization. Most social networking platforms include a privacy settings area
where users may restrict what other people can view about them. What the social media
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company sees is something they can't control or modify. People are used to privacy agreements
that are presented in a non-user-friendly manner, outlining just the most basic elements of data
collection. However, the collection of personal information does not end when you leave the site.
Users' online surfing interests and interactions with other web or mobile apps are tracked by
social media platforms. Users' installed mobile applications gather even more personal data, such
as contact lists and location. When installing a mobile application, users are forced to simply
allow third-party access with no additional information or opportunity for partial approval. Fig. 2
depicts decentralized permissions system.

As we confront the repercussions of what others have seen or learned about us, our concerns
about data privacy are growing. In a recent study on the state of privacy conducted in the wake
of numerous high-profile data breaches, 74 percent of respondents said it is “very important” to
them to have control over who can obtain information about them, and 65 percent said it is “very
important” to them to have control over the information collected about them (16). In the same
survey, 91 percent of respondents agreed that customers had lost control over how businesses
acquire and utilize personal information.

Zyskind et al. offer a method that addresses typical privacy concerns such as data ownership,
data openness, auditability, and fine-grained access control(17). This is an access-control
management system that focuses mostly on mobile platforms and the user's inability to withdraw
authorized access to her personal information. Permissions are given forever when a mobile app
is installed, and if the user wishes to withdraw access, she must remove the program and cease
using the services. The new solution's aim is to allow users to manage and audit which data is
kept and how it is utilized. Access, as previously said, should be revocable. So, the technological
concept is to store personal data access rules on the Blockchain and then allow Blockchain nodes
to regulate access to a DHT (Distributed Hash Table).

Blockchain

T-access

Service

DHT

Fig. 2: Overview of Decentralized Permissions System(18)

The user, the business that offers the service, and the Blockchain are the three components of the
solution. When a user wishes to provide or take away access to her personal data, Blockchain
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acts as a middleman. In this case, Blockchain allows for two kinds of transactions: access
transactions and data transactions. Access control management, data storage, and data retrieval
are all possible with these transaction types. When a user downloads a new app, a shared identity
is generated and transmitted to the Blockchain, together with the rights specified by the user. The
so-called Policy contains a list of all the permissions that have been given. An access transaction
in the Blockchain sends the shared keys (the user's public key and the service's public key) and
the policy.

3.2. Digital Property:

The intellectual property of digital art is linked to a particularly specific application of
Blockchain in the field of Big Data. Artists, designers, and creative professionals may readily
share their work on the Internet, but maintaining the right to do so with appropriate credit and
being properly paid has proved challenging in our digital age. There is no visible way to possess
something that can be readily duplicated and completely reproduced without leaving any trace of
the original. According to the Ascribe project, the Internet was created with a critical defect in
terms of ownership(19). The creator loses ownership of his or her work once it is posted online,
or even sold online. That is why Ascribe's mission is to create the Internet's ownership layer for
digital material. They're working on a tool for writers that will provide them visibility into how
their work circulates throughout the arts(20).

On the Internet, the writers, channels, and customers are all in a tangle. Consumers confront
material that isn't accessible for purchase, and creators don't have a consistent method of being
properly compensated. Even for distribution networks, the process of licensing and lawfully
selling material is arduous. There is still no common method for sharing films, movies, music,
pictures and photographs, as well as 2D and 3D digital graphics.

So, what's going on here? The World Wide Web began with basic hyperlinks, laying the
groundwork for no discernible difference between what is original and what is copied. People
then came up with a method to acknowledge the creator by noting it in the references and
attributing the images they copied and utilized. However, this method is far from perfect. People
can always find a method to duplicate anything without giving credit, and the creator will never
know or be informed. Alternatively, individuals may credit the author, but it will only be a one-
way link, thus the author will be unaware that her work has been cited. Worse, individuals may
credit someone else's work to someone who isn't the actual creator. As a result, it seems that the
primary instrument for creating and distributing digital information (the internet) neglected the
requirement for digital property. However, history contradicts this. Ted Nelson created Project
Xanadu, the first hypertext project, in 1960(21). The solution to this issue was to include a
royalty-based publishing scheme into a system that would offer storage and publication services.
This system includes author attribution. When someone utilized another user's data, bi-
directional connections were supposed to be created automatically. The project was shut down
when it was discovered that this was a complex, non-feasible technology.

Ascribe is now using Blockchain technology to attempt to accomplish the Xanadu objectives by
developing a solution for the digital property registration and copy visibility. In terms of
visibility, they are attempting to locate all copies of the protected material that are available on
the Internet. This may be accomplished by crawling the whole internet and comparing it to the
material of the author. This is a similarity search issue for machine learning. When the copies are
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discovered, the system creates bi-directional connections automatically. The author must next
determine whether she will seek license payments or a takedown request.

When it comes to selling digital art intellectual property, it's not only about selling a copy; it's
about selling ownership as well as the right to use, alter, and resell the material. This kind of
ownership sale (as opposed to a license sale) requires the execution of a formal contract, as well
as the engagement of a lawyer. The concept of utilizing Blockchain to store and sell digital data
ownership will be as easy as sending an e-mail with a signature stating that the user has
transferred ownership of her material. Ascribe's terms of service are developed in collaboration
with experienced attorneys. Accepting the terms of service takes care of the intricacy of the legal
licensing and ownership procedures. Blockchain is a public, trustworthy ledger that will protect
all users' copyrights. In the event of a disagreement over ownership, the time stamping of the
transactions may be used as evidence in court.

4. CONCLUSION

Blockchain has a lot of potential for Big Data's future. The first is that consumers may be able to
manage all of their data and transactions in various areas. They may be certain that transactions
will be carried out precisely as the protocol directs, obviating the requirement for a trusted third
party. This idea may inspire Big Data to develop a solution for storing and managing data on a
P2P network in a dispersed way. Blockchain technology has the potential to become a new
component of the Big Data ecosystem of tools. In fact, it may play a critical role in data security
by allowing users to authenticate themselves, limiting access depending on their needs,
documenting data access histories, and properly encrypting data.

Consensus models, the computational expenses of mining blocks, and verifying transactions are
all problems that persist. Furthermore, Blockchain applications provide solutions that do not
need substantial modifications to current systems or their full replacement. As a result, the
transfer will not be simple or quick. However, we are still in the early phases of Blockchain
development, and these roadblocks will be removed soon, paving the way for a plethora of
fascinating possibilities.
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