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ABSTRACT

The term "revolutions in military affairs™ is arbitrary, but some inflection points in technological
change are larger than others: for example, the gunpowder revolution in early modern Europe,
the nineteenth-century industrial revolution, the early twentieth-century second industrial
revolution, and the nuclear revolution in the middle of the last century. We may also include the
information revolution in this century, which has resulted in today's very fast development of
cyberspace. Earlier information technology revolutions, such as Gutenberg's printing press, had
significant political consequences, but the present revolution can be traced back to Moore's law
and the thousand-fold reduction in computing power prices that happened in the final part of the
twentieth century. Political leaders and experts are just now starting to understand the
implications of this game-changing technology. Cyber security has mainly been the province of
computer professionals and specialists until recently. This tiny group was like a virtual village of
individuals who knew each other when the Internet was established 40 years ago, and they built
an open system with no regard for security. While the Internet is not new, the commercial Web is
just a few decades old, with a user base that has grown from a few million in the early 1990s to
more than two billion now. This growing interconnectedness has generated both tremendous
possibilities and significant weaknesses, which strategists are now grappling.
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